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On May 25, 2011, after nearly a year of intense debate between whistleblower advocates
and business interests, the Securities and Exchange Commission (“SEC”) issued final rules that
will govern the commission’s newly created whistleblower program. Congress directed the SEC
to establish the program as part of the Dodd-Frank Wall Street Reform and Consumer Protection
Act of 2010. Under the new law, individuals who provide the SEC with original information
leading to enforcement actions that result in over $1 million in monetary sanctions will be
eligible to receive awards of 10% to 30% of the amount collected.

l. Background

The Dodd-Frank Act is the latest in a series of significant financial reforms that began
with passage of the Sarbanes-Oxley Act (“SOX”) in 2002. Popular outrage over the greed and
corruption exhibited by Enron, MCI and other companies prompted the near-unanimous passage
of the earlier law, which provided a detailed, comprehensive set of rules and regulations
designed to prevent accounting fraud by publicly traded companies. SOX also contained a
whistleblower provision to protect employees from retaliation by their employers for reporting
fraud. See 18 U.S.C. § 1514A (“SOX 806”).

Another wave of financial overhaul and enhanced corporate whistleblower protections
accompanied the extraordinary infusion of government funds into the private sector that
addressed the sharp downturn of the housing and financial markets in 2008. That crisis was still
unfolding when the Bernard Madoff “Ponzi”scandal hit the news and educated large numbers of
Americans on the shortcomings in their government’s ability to detect and prevent large-scale
fraud on investors in the financial markets. The “bailout” legislation that followed included
protections for whistleblowers who reported fraud, gross mismanagement, or waste of bailout
funds, and in 2009 Congress amended the U.S. False Claims Act as well, making it easier for
whistleblowing “relators” to bring qui tam actions to assist the U.S. government in recovering
monies lost to fraud.

The Dodd-Frank Act of 2010 initiated a massive financial regulatory overhaul that
lawmakers hope will restore confidence (and some would say sanity) in U.S. financial markets
through a wide range of regulatory measures. The SEC whistleblower program contributes to
this effort by incentivizing insiders to come forward with information about securities fraud,
giving the SEC a powerful enforcement tool to prevent future Enrons, MCI’s and Madoffs from
harming the investing public. “For an agency with limited resources like the SEC,” said SEC
Chairman Mary L. Shapiro in a press release announcing adoption of the final rules, “it is critical
to be able to leverage the resources of people who may have first-hand information about
violations of the securities laws.” The new program is now up and running, and for the first time
on a broad scale, the SEC will soon begin paying significant monetary awards to individuals who
report securities violations or unlawful foreign bribes to the commission.?

% The Dodd-Frank Act established a nearly identical whistleblower program for commodities
trading, administered by the Commodities Futures Exchange Commission (“CFTC”). This
article focuses on the SEC program, which addresses a wider range of financial activity and has
generated more public debate to date.



The SEC whistleblower program has received an enthusiastic welcome from employee-
rights advocates and “good-government” groups, but has generated a great deal of concern
among large corporations and their law firms. After asking for public comment on its proposed
rules for the program in November 2010, the SEC received some 240 comment letters and 1,300
form letters from a broad array of stakeholders. Consumer advocates and the whistleblower
community have argued that the program is necessary to prevent the sort of frauds that have
damaged the economy in the last decade, largely at the expense of the nation’s working people.
The whistleblower community notes that corporate employees are in the best position to identify
corporate misconduct, but that many are afraid to come forward because the very real risk of
derailing their careers far outweighs the rewards, which would be few in the absence of
significant financial incentives.

The corporate defense bar and their clients, on the other hand, claim that the SEC
whistleblower program, which they call a “bounty-hunter program,” serves only to create a
perverse incentive for employees to hunt for information about potential corporate fraud or
illegalities, disclose nothing to the employer, and then report the information to the government
only when the violations have grown to a size that would warrant payment of a large enough
“bounty” to justify the risk to their careers. Corporations claim that they have gone to great
lengths to create internal reporting mechanisms, as the Sarbanes-Oxley Act required of public
companies, only to face a radical new program that they say gives would-be whistleblowers little
or no reason to use internal channels that can help management correct minor problems before
they become major liabilities.

The final rules that the SEC adopted by a 3-2 vote on May 25, 2011, reflect the
commission’s effort to address these competing concerns. The business lobby and defense bar
remain dissatisfied, as is evident in a number of statements issued by the U.S. Chamber of
Commerce and others in response to issuance of the final rules. As a lawyer who represents of
whistleblowers in the SEC whistleblower program, this writer believes that the Commission and
its staff have designed what can become a workable and very effective program. Those who are
interested in the policy discussion surrounding the SEC whistleblower program will find a
comprehensive summary of the issues and their resolution in the Adopting Release that the SEC
issued with the new rules and has made available on its website.> The remainder of this article
will provide practitioners with an overview of the key laws and rules governing the SEC
whistleblower program.

Il. The SEC Whistleblower Program

Under the new program, the SEC is required to pay awards to eligible whistleblowers
who voluntarily provide the commission with original information that leads to a successful
enforcement action in which the SEC recovers monetary sanctions in an amount over
$1,000,000, which can include disgorgement, penalties, fines and interest. If the whistleblower
meets these and other criteria described below, he or she is entitled to an award of 10% to 30%
of the amount recovered by the SEC or by certain other authorities in “related actions.” These

® The Adopting Release and the final rules, a combined 305 pages, are available on the SEC’s
website at http://www.sec.gov/rules/final/2011/34-64545.pdf. The text of the rules themselves
begins on page 241.




awards are potentially quite substantial, as SEC sanctions against companies have run into the
tens and even hundreds of millions of dollars in recent years. The SEC has set aside some $450
million to fund payments to whistleblowers.

A. Whistleblower Status

The Dodd-Frank Act defines a “whistleblower” as an “individual ... or two or more
individuals acting jointly.” Section 21F(a)(6). The final rules make it clear that a corporation or
other such entity is not eligible for whistleblower status. Rule 21-F2(a).

1. “Voluntarily Provide”

In order to qualify for a reward under Section 21F(b)(1) of the Act, * a whistleblower
must “voluntarily provide” the SEC with information concerning a securities violation. The SEC
will view such information as provided voluntarily only if the whistleblower provides it to the
Commission before he has received a request, inquiry or demand for the same from: 1) the SEC,
or 2) connection with an investigation, inspection or examination by the Public Company
Accounting Oversight Board or a self-regulatory organization, or 3) related to an investigation by
Congress, another federal agency or authority, or a state attorney general or securities regulator.
Rule 21F-4(a)(1), (2).

The final rules address a concern among whistleblower advocates who pointed out that
the proposed rules had suggested a whistleblower might lose eligibility because the SEC or
another of the agencies listed above had directed an inquiry or request to his employer and not to
him individually. Given that such requests or demands are often drafted so as to arguably apply
to a large number of employees (and to broad categories of information), this reading of
“voluntary” would have barred many corporate employees from participation in the program.
The final rules make it clear that a whistleblower will be deemed to have submitted information
“voluntarily” as long as an official inquiry is not directed to him as an individual. Id.

If the whistleblower is obligated to report his information to the SEC as a result of a pre-
existing duty to the commission or to one of the other entities described above, whether by
contract or by court or administrative order, his information will not be considered voluntary and
he will not be entitled to an award. Rule 21F-4(a)(3). This disqualification is not triggered by an
employee’s contractual obligation to his employer or another third party, Adopting Release at
36-37, or by the employee’s receipt of a request for the same or related information from his
employer as part of an internal investigation. Id. at 35. This means that an employer cannot
remove the incentives that are key to the whistleblower program’s effectiveness by simply
requiring all employees to sign agreements requiring them to report any perceived securities
violations to the SEC.

% Section 922 of the Dodd-Frank Act amended the Securities Exchange Act of 1934 to add
Section 21F, which establishes the whistleblower award program. Citations to the “Act” herein
are to the Exchange Act.



2. “Qriginal Information”

In order to qualify as “original information” that will support a claim for an award, the
whistleblower’s tip must consist of information that is 1) derived from the individual’s
“independent knowledge” or “independent analysis,” 2) not already known to the SEC from any
other source (unless the whistleblower is the original source of the information, such as where
she had reported the information first to the Department of Justice, which passed the information
to the SEC), and 3) not “exclusively derived” from certain public sources, including government
reports, hearings, audits or investigation, or the news media, unless the whistleblower is a source
of the information contained therein. Rule 21F-4(b)(1).

Independent Knowledge and Independent Analysis

Rule 21F-4(b)(2) defines “independent knowledge” simply as “factual information ...
this is not derived from publicly available sources.” The whistleblower may have observed the
facts first-hand, but may also some into possession of the knowledge through her “experiences”
or communications. This suggests that the whistleblower can have “independent knowledge” of
facts despite having learned them from someone else such as a co-worker, customer or client, as
long as that third person is a company attorney, compliance officer or other representative who
would be ineligible for a reward under Rule 21F-4(b)(4), discussed below

In declining to heed the warning of business-side commentators that allowing tips based
on third-party information would encourage frivolous claims, the SEC noted that excluding such
information could deprive the Commission of highly probative information that could aid
significantly in an enforcement action. Adopting Release at 47. The SEC noted that Congress
had recently amended the False Claims Act to remove a similar requirement that a qui tam
relator posses “direct” (or first-hand) knowledge of the facts. Id. n. 104.

“Independent analysis” refers to a whistleblower’s “examination and evaluation,”
conducted by herself or with others, of information that might be publicly available if the
analysis reveals information that is not “generally known or available to the public.” Rule 21F-
4(b)(3). This might include, for example, expert analysis of data that could significantly advance
an investigation. Adopting Release at 51.

Exclusions from Independent Knowledge and Analysis

Consistent with its goal of promoting enforcement of securities laws while also
recognizing a company’s efforts to build and maintain an effective internal compliance program,
the SEC has designated information in the possession of certain categories of employees and
other individuals as not being derived from independent knowledge or analysis, making these
individuals presumptively ineligible for participation in the whistleblower-reward program. Two
of the exclusions that are carved out apply specifically to attorneys, both in-house and retained,
and to non-attorneys who possess privileged information. The rules exclude:



e Information obtained through a communication subject to attorney-client privilege,
unless disclosure would be permitted due to waiver or by a rule of the SEC or state
rules governing attorneys, Rule 21F-4(b)(4)(i); and

e Information obtained in connection with the whistleblower’s (or her firm’s) legal
representation of a client, unless disclosure would be permitted as described above,
Rule 21F-4(b)(4)(ii).

In addition, the rules make certain individuals ineligible to receive awards in most
circumstances because of their roles, formal or otherwise, in the internal compliance functions
that the SEC believes are critical to the overall goal of increased adherence to securities laws.
The SEC deems information to lack “independent knowledge or analysis” where the person
obtained the information because she was:

e An officer, director, trustee or partner who learned the information in connection with
the entity’s processes for identifying and addressing unlawful conduct, Rule 21F-

AL)(A(H)(A);

e An employee or contractor whose principal duties are in compliance or internal audit,
Rule 21F-4(b)(4)(iii)(B);

e Employed by a firm retained to investigate possible violations of the law, Rule 21F-
4(b)(4)(iii)(C); or

e Employed by a public accounting firm performing an engagement required by federal
securities laws, who, through the engagement, obtained information about a violation
by the engagement client, Rule 21F-4(b)(4)(iii)(D).

In addition, other individuals who learn information from these categories of persons will not be
considered to be providing “original information” if they turn around and report the information
to the SEC. Rule 21F-4(b)(4)(vi). Persons who obtain information for a tip using methods that
violate criminal laws are also excluded. Rule 21F-4(b)(4)(iv).

The four non-attorney exclusions described above — those for upper-level management,
compliance personnel and auditors set forth in Rule 21F-4(b)(4)(iii) — do not apply in all
circumstances. The wording of the rules suggests that these persons might have “independent
knowledge” as long as they obtain their information outside their roles in compliance,
investigation or audit. In addition, the rules provide that these exclusions do not apply, and the
person can be eligible for an award, where at least one of the following conditions is present:

e The would-be whistleblower “reasonably believes” that disclosure to the SEC is
needed to prevent “substantial injury” to the entity or investors, Rule 21F-

40)HV)(A);

e The would-be whistleblower “reasonably believes” that the entity is acting in a way
that would impede an investigation of the violations, Rule 21F-4(b)(4)(v)(B); or
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e At least 120 days have passed since the whistleblower reported her information
internally to the audit committee, chief legal officer of other appropriate official of
the entity, or since she obtained the information under circumstance indicating that
those officials were already aware of the information, Rule 21F-4(b)(4)(v)(C).

In the opinion of the writer, these exceptions strike a reasonable balance between the
SEC’s need for enforcement and the interests of corporations in maintaining effective legal,
compliance and audit functions. While excluding attorneys, compliance personnel and auditors
in most circumstances will mean that the SEC and the investing public will never hear from
some would-be whistleblowers who have credible knowledge of securities violations, the rules
ensure that even these individuals can report their information to the SEC and become eligible
for award in certain situations. Where the wrongful conduct is seriously endangering investors,
where the entity is destroying evidence, or where upper management have known about the
problem for four months or more, the SEC will accept the whistleblower’s original information
despite her role. Corporations thus face the risk that even those employees they have entrusted
with the most damning knowledge of securities violations can earn awards under the SEC
whistleblower program. The only way a corporation can mitigate that risk is to make sure it
maintains effective and efficient mechanisms for responding promptly to suspected securities
violations.

In deciding where to draw the line between those who can earn an award for blowing the
whistle on securities violations and those who cannot, the SEC rejected proposals that would
have excluded many more, perhaps even most, of those individuals who are most likely able to
provide the commission with high-quality tips. As originally proposed, the rules excluded from
“independent knowledge” and “independent analysis” any information obtained not just by
officers, directors, trustees and partners, but also by anyone with “supervisory” or “governance”
responsibilities who was given the information with the expectation that they would do
something about it. See Adopting Release at 64. The proposed rules also required such persons
to wait a “reasonable time” (as opposed to 120 days) before reporting to the SEC.

These proposed rules drew intense criticism from whistleblower advocates, who pointed
out correctly that excluding all “supervisory” personnel would effectively undermine the
program. The whistleblower bar also criticized the rule as being so vague as to ensure that few
supervisors would risk their positions to report to the SEC. At the same time, the proposed rule’s
exclusion of supervisors and employees with governance responsibilities emboldened big-
business interests to call for extending the ban to all variety of positions in operations, finance,
technology, credit, risk, product management, and on and on. In the end, the SEC struck a fair
balance, > adopting narrow exclusions for core, compliance-related personnel and processes
while rejecting pressure to deny eligibility to far more employees than Congress could possibly
have intended or anticipated.

® See Adopting Release at 90 — 92 for the SEC’s most comprehensive explanation of these
competing interests and how the Commission weighed them in developing the final rules.
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B. Rules Designed to Support Internal Compliance Programs

The SEC repeatedly makes it clear that the main purpose of the whistleblower program is
to encourage individuals to provide high-quality tips to the Commission. The SEC notes in the
Adopting Release at 105 that:

...the broad objective of the whistleblower program is to enhance the Commission’s law
enforcement operations by increasing the financial incentives for reporting and lowering
the costs and barriers to potential whistleblowers, so that they are more inclined to
provide the Commission with timely, useful information that the Commission might not
otherwise have received.

With this purpose in mind, the SEC rejected the business lobby’s near-unanimous insistence that
it require whistleblowers submit their complaints internally before filing them with the SEC. Id.
at 103. “[W]hile internal compliance programs are valuable,” the Commission observed, “they
not substitutes for strong law enforcement. Id. at 104. The Adopting Release recognizes that
whistleblowers might reasonably fear retaliation for raising their concerns, and also notes that
law enforcement interests are sometimes better served when the Commission can launch an
investigation before the alleged wrongdoers learn about it ans are able to destroy evidence or
tamper with potential witnesses. 1d. For these and related reasons, the SEC leaves it to each
whistleblower to decide whether to report first internally or to the SEC. Id. at 91 — 92.

At the same time, the Commission has included several provisions in the new rules that
are expressly designed to encourage whistleblowers to utilize internal compliance programs.
These include:

e Affording whistleblower status to the individual as of the date he reports the
information internally, as long as the he provides the same information to the SEC
within 120 days. This allows an employee to report internally while preserving his
“place in line” for an award from the SEC for 120 days, even if another whistleblower
provides the same or related information to the Commisison in the interim. Rule 21F-

4(0)(7).

e Giving a whistleblower full credit for information provided by his employer to the
SEC where the employee reports the information internally and the employer “self-
reports” that information (and even additional information that the whistleblower may
not have had) to the SEC, and the information supplied by the employer “leads” to a
successful enforcement action. Rule 21F-4(c)(3).

e Treating a whistleblower’s participation in an internal compliance and reporting
system as a positive factor in determining the amount of the award. Rule 21 F-6(a)(4).
Conversely, a whistleblower’s interference with internal compliance and reporting
may decrease the amount of the award. Rule 21 F-6(b)(3).

These rules provide the whistleblower, who the SEC believes is the best position to
determine the effectiveness, or ineffectiveness, of the internal compliance system, flexibility in



choosing how to report violations. See Adopting Release at 103. The rules enhance the SEC’s
law enforcement operations by encouraging people who may otherwise be deterred to report
violations. This group includes those who will be persuaded to use the internal compliance
programs because of new financial incentives who may not have done so otherwise, as well as
those who will report directly to the SEC who may not have reported any violations at all if
required to go to the company first. 1d.

The SEC also points out that the rules’ incentives to employees to report internally are
likely to encourage companies to create and maintain effective internal compliance programs, as
whistleblowers are more likely to participate in such a program. Id. at 104. Maintaining an
effective program is in the best interests of a company because, as the SEC has in past
enforcement actions, the Commission will often, upon receiving reports of a violation, notify the
company and give it an opportunity to investigate the issue. In deciding whether to give a
company that opportunity, the SEC will consider the company’s “existing culture related to
corporate governance,” and, in particular, the effectiveness of the company’s internal compliance
programs. Id. at 92 n. 197.

C. Information that Leads to Successful Enforcement

The final rules clarify the standard for determining when a whistleblower’s information
has led to a successful investigation, entitling her to an award if the action results in monetary
sanctions exceeding $1,000,000. When information concerns conduct not already under
investigation or examination by the SEC, it will be considered to have led to successful
enforcement if:

e Itis “sufficiently specific, credible, and timely” to cause the staff to commence an
examination, open an investigation, reopen an investigation that the Commission had
closed, or to inquire concerning different conduct as part of a current examination or
investigation, Rule 21 F-4(c)(1); and

e The Commission brings a successful judicial or administrative action based in whole or
in part on the conduct identified in the original information. Rule 21 F-4(c)(1).

The standard is somewhat higher for information concerning conduct already under
investigation or examination. Information will be deemed to have led to successful enforcement
if it “significantly contributed” to the success of the action. Rule F-4(c)(2). In determining
whether information “significantly contributed” to the success of an investigation, the
Commission will consider whether the information allowed the SEC to bring a successful action
in significantly less time or with significantly fewer resources, bring additional successful
claims, or take action against additional parties. See Adopting Release at 100.

As discussed above, information reported by a whistleblower internally can also be
credited to the whistleblower and deemed to have led to a successful investigation if it conforms
to the criteria in Rule 21F-4(c)(1) or (2). Rule 21 F-4(c)(3).



D. Monetary Sanctions Totaling More than $1 million

Under the final rule, in determining whether recovery in an enforcement action exceeds
the $1,000,000 threshold, the word “action” generally means a single judicial or administrative
proceeding. Rule 21 F-4(d). However, in certain circumstances actions can be aggregated. The
SEC adopted this broad interpretation of the term “action” in accordance with congressional
intent to increase the incentives for employees to report violations. Actions may include cases
from two or more administrative or judicial proceedings that arise out of a common nucleus of
operative facts, and any follow-on proceedings arising out of the same nucleus of operative facts
may be aggregated as well. Rule 21 F-4(d)(1). Factors that may be taken into account when
determining whether two or more proceedings arise from the same nucleus of operative facts
include parties, factual allegations, alleged violations of federal securities laws, or transactions
and occurrences. See Adopting Release at 110.

Where the SEC has brought a successful enforcement action, the SEC will also issue
awards based on amounts collected in “related actions” brought by the Attorney General of the
U.S., certain regulatory authorities and self-regulatory organizations, and state attorneys general
under certain circumstances. Rule 21F-3. The rule regarding related actions is discussed in
detail in the Adopting Release at 20 — 24.

E. Determining the Amount of an Award

The final rules reiterate that the amount of a whistleblower’s award is within the sole
discretion of the Commission as long as the award within the 10% to 30% range that Congress
established in the Dodd-Frank Act. Rule 21 F-5. The total award cannot exceed 30% limit even
where the Commission makes awards to more than one whistleblower. Id.

The final rules set forth a number of factors that the SEC may consider when calculating
the final award. Factors that might increase an award include participation by the whistleblower
in an internal compliance system, the significance of information provided by the whistleblower,
the degree of assistance provided by the whistleblower, and the SEC’s programmatic interest in
the particular securities violations at issue.® Rule 21 F-6(a)(1)-(4). Factors that might decrease
an award include the culpability of the whistleblower, unreasonable reporting delay, or
interference with internal compliance and reporting systems. Rule 21 F-6(b)(1)-(3). In short, the
rules enable a whistleblower to maximize his or her award by report violations timely and
effectively, to use internal channels where practical, and to assist the SEC as needed.

The rules also balance concerns about culpable whistleblowers receiving awards with the
understanding that, at times, those with the best access to information may have participated in
wrongdoing at some level. In order to incentivize such whistleblowers to come forward with

® The SEC’s description of its law-enforcement interests provides some guidance to practitioners
who are assessing the Commission’s likely response to a given “tip.” Key to the SEC’s response
will be, inter alia, whether the conduct at issue involves an industry-wide practice, Rule 21F-
6(a)(3)(iii); the type, severity, duration and isolated or ongoing nature of the violations, id.; the
danger to investors “and others,” Rule 21F-6(a)(3)(iv); and the number of entities and individuals
who have suffered harm. Id.
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securities violations, the rules do not exclude culpable whistleblowers from awards altogether,
but they do prevent them from recovering from their own misconduct. In determining whether
the whistleblower has met the $1,000,000 threshold and in calculating an award, the SEC will
exclude any monetary sanctions that the whistleblower is ordered to pay individually or that an
entity is ordered to pay based substantially on the conduct of the whistleblower. Rule 21F-16.
The rule thus allows culpable whistleblowers, who may be uniquely situated to provide
information regarding securities violations, to come forward while not creating incentives that
would be encourage them to engage in securities violations.

1. Anti-Retaliation Provisions

The Dodd-Frank Act significantly expands whistleblower protections for employees who
face retaliation for raising concerns about fraud, securities violations and related wrongdoing by
their employers. The Act amends the employee-protection provisions of the Sarbanes-Oxley Act
(*SOX”), 18 U.S.C. 8 1514A, to make them more favorable to employees; creates a new cause
of action that a whistleblowing employee can bring in federal court; and, as implemented by the
SEC’s final rules for the whistleblower program, allows the Commission to use its enforcement
powers to hold employers accountable for retaliation.

A. Amendments to SOX

Section 806 of SOX protects employees of publicly traded companies from retaliation by
their employers for reporting certain types of fraud, including fraud on shareholders, and other
securities violations. The amendments to SOX Section 806 are in Section 21F(c) of the Dodd-
Frank Act, which increases the SOX statute of limitations from 90 days to 180 days, provides for
jury trials in SOX cases brought in federal court, and invalidates pre-dispute arbitration
agreements to the extent they purport to apply to SOX retaliation claims.

B. New Cause of Action
The new cause of action created by the Dodd-Frank Act is set forth in Section
21F(h)(1)(A), which allows “whistleblowers” to sue in federal court if their employers retaliated

against them because they:

i.  provide information about their employer to the SEC in accordance with the
above-described whistleblower bounty program;

ii. initiate, testify or assist in any investigation related to the program; or
iii.  make disclosures “required or protected” under the Sarbanes-Oxley Act, the
Securities Exchange Act of 1934, or any other law, rule, or regulation under the
jurisdiction of the SEC.
A Dodd-Frank retaliation claim may be filed directly in federal court within three years “after the

date when facts material to the right of action are known or reasonably should have been known
to the employee” (but subject to a maximum of six years). Section 21F(h)(1)(B)(iii). A
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whistleblower’s remedies include reinstatement, double back pay with interest, attorneys’ fees,
and the reimbursement of other related litigation expenses. Section 21F(h)(1)(C).

Even though the statute by its terms provides the new cause of action only to
“whistleblowers,” which Section 21F(a)(6) of the Act defines as individuals who provide
information to the SEC, a federal district court has recently concluded that the protection in
21F(h)(1)(A)(iii) for individuals whose disclosures are "required or protected™ under SOX the
Sarbanes-Oxley Act ("SOX") extends to employees who have reported internally but not
reported their information to the SEC. See Egan v. TradingScreen, Inc., No. 10 Civ. 8202
(LBS), 2011 WL 1672066 (S.D.N.Y. May 4, 2011). This is a potentially far-reaching ruling in
that it would allow plaintiffs who have engaged in protected activity under Section 806 of SOX
to circumvent the administrative scheme outlined in SOX and take their claims directly to federal
court, and to do so with the benefit of a longer statute of limitations (180 days under SOX versus
three years for claims filed in court under the Dodd-Frank Act, Section 21F(h)(1)(B)(iii)(bb)).

C. Enforcement by the SEC

The SEC’s final rules allow the Commission to prosecuted violations of the Dodd-Frank
anti-retaliation provisions through the Commission’s own enforcement actions. Rule 21F-
2(b)(2)). Exactly how this will work in connection with enforcement actions the SEC brings
based on a whistleblower’s “tip” remains to be seen. For those whistleblowers who claim
protected activity through participation in the bounty program, the final SEC rules provide that
the anti-retaliation provision applies “whether or not [the whistleblower]” meets the
“requirements, procedures and conditions to qualify for an award.” Rule 21F-2(b)(iii).

The final rules incentivize employees with knowledge of violations to come forward by
prohibiting retaliation against whistleblowing employees who have a “reasonable belief” that the
information they provide reveals possible securities law violations and have provided the
information in a manner consistent with the rules. Rule 21F-2(b). The term “possible violation”
was included as an attempt to deter frivolous claims while still protecting those with information
regarding a plausible violation. See Adopting Release at 12-13. The final rules make it clear that
the anti-retaliation protections apply regardless of whether a whistleblower qualifies for an
award. See Adopting Release at 18.

V. Things to Think About Before You Tip

Although the SEC whistleblower program went into effect nearly a year ago with passage
of the Dodd-Frank Act, the final rules that established the SEC’s Office of the Whistleblower
and will guide its handling of whistleblowers’ tips were adopted by the SEC only on May 25,
2011, and will not formally take effect until several more weeks after this article goes to press.
The SEC reports nonetheless that it has seen a significant increase in the number and quality of
tips it has received since the program went into effect. This can only grow as more insiders who
have information about securities violations learn about the program, and as the SEC begins to
distribute awards from the $451 million fund it has set up for that purpose.
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This author and other lawyers representing whistleblowers before the SEC are finding
that the Whistleblower Office, despite its need for additional staff, is responding promptly to the
more high-quality tips it receives. Whistleblowers who prepare strong submissions focusing on
violations that fit within the SEC’s law-enforcement priorities can expect an opportunity to meet
with SEC Enforcement Division staff early on in the process. The following is a partial list of
do’s and don’ts for practitioners who seek to help their clients make a compelling case for
enforcement action by the SEC. These considerations are based on the final rules discussed
above (citations omitted here) and on first-hand experience with the SEC whistleblower program
to date:

e Determine whether the client has original information about violations of securities
laws or the Foreign Corrupt Practices Act. Assess the seriousness of the alleged
violations by reviewing past SEC regulatory and enforcement actions, and, where
needed, with the help of an expert in such fields as securities regulation, public
accounting or financial reporting.

e Review the client’s position, job duties, and how he came into possession of his
information to determine whether he falls within one of the groups of individuals who
are presumptively excluded from the program. This would include attorneys,
compliance personnel, and officers or directors who received the information in
connection with corporate-governance responsibilities.

e |f the client falls into one of the excluded categories, see if the client may be exempt
from the exclusion because he reported his concerns internally and has waited 120
days, or because he has reason to believe investors may suffer imminent harm or the
company is taking action that is likely to impede an investigation.

e Give careful consideration to whether to advise the client to report internally, keeping
in mind that doing so might subject the client to retaliation but might also entitle the
client to a larger award, both because he can benefit from additional, related
information the company “self-reports” to the SEC and because SEC staff will
consider his internal reporting as a factor in determining the size of an award.

e Remember that your client, through you, may file his tip anonymously as long as you
follow the procedures set forth in the rules for anonymous submissions.

e Use the SEC-supplied forms and carefully follow the rules that apply to them, as a
whistleblower is eligible for a reward only if he follows the prescribed procedures.’

e Prepare the client’s submission to the SEC with an emphasis on facts about which the
client has “independent knowledge” as defined in the final rules above.

" This article does not discuss the forms and procedures, but they are spelled out clearly in the
final rules, including Rules 21F-1, 21F-2 and 21F-10, and in the sample forms and directions for
Form TCR (“Tip, Complaint or Referral”) and Form WB-APP (“Application for Award of
Original Information™) that are appended to the final rules at 278 — 305.
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e Include any “independent analysis” that you, your client or an expert you retain can
apply to other facts, even publicly available ones, in a way that will assist SEC
lawyers in an investigation. Keep in mind that your submission cannot be
“exclusively derived” from certain public sources, but that SEC investigators will
accept and appreciate your analysis of publicly available information if it reveals
information that is not publicly available or generally known.

e Take care not to include attorney-client privileged communications in your client’s
submission to the SEC. The Commission will not consider the information, and its
receipt of such communications may in itself delay or even discourage the SEC’s
consideration of the submission as a whole.

e |If you are uncertain about how best to present your client’s submission, consult the
SEC website (www.sec.gov), which contains a wealth of information about securities
laws, comment letters to issuers of securities, and Commission enforcement actions.
The Office of the Whistleblower, which maintains a page® on the site, will answer
telephone inquiries questions about the process for filing tips. You may also want to
consult with other attorneys who are representing whistleblowers before the SEC, and
who have first-hand experience with the SEC’s handling of tips under the new
program.

& http://www.sec.gov/complaint/info whistleblowers.shtml.
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